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[Ty6nukanmsa mcyepIpIBaIOIell MHCTPYKIUM 10 6e30IIacHOCTH, K
COXXaJIeHII0, HEBO3MOKHa. TeM He MeHee, MbI COBMECTHO C [IBIDKeHIIEM
UpKyTcKuX AHapXMUCT_OK' MOATOTOBMJIM HEKOTODbIE NpaBUJIa MO
nHpOpMaLUNOHHO 1 GU3MIECKO 6e30IIaCHOCTI AJIA IO, 3aHIMa-
IOIIUXCS KaKMM-JIM00 aKTMBU3MOM B Hallle HEIIPOCTOe BpeMs.

«Ceituac xe He 37-J1 TOOI—UYTO XOUEIlb, TO ¥ FOBOPU, TeM Gojiee B
MHTepHeTe, 'UEPHBIT BOPOHOK' 3a TOOOI 3aBTpa He mpuemer. Yero
MPATATHCSI-TOP», CKasal Kak-To [lytus 06 anoHuMHOcT! B MHTEpHETE.
Kak Buaum, mpuess;kaeT ¢ 3aBUIHON PETyIIpHOCTbIO.

[loaroToBKa K penpeccuam

YUToOBI IpOIITH Yepes3 Bce UCIBITAHUS SOCTOMHO, HAM HY)XHO K HUM
TOTOBUTBCA.

HcnpIThIBATh CTpax Iepen 0ObICKOM, IIOJIMIENICKUM HACUIIIEM, TIOPb-
MOJI—3TO HOPMAaJIbHO. ITOT CTpPaX HYKHO IPUHATh, €0 MOXKHO
00cy»xpmarh u paborars ¢ HuM. Ho meiicTBOBaTh BCE JKe HYKHO, UCXO/s
13 CBOMX YOEKTEeHUIT 11 3a1a.

CroxoitHO 06QyMaiiTe CBOM BapMaHTHI, CBOKO crparernio. O6cynure,
K KaKIM ITOCJIeACTBIUSAM BBI TOTOBBL 3afaiiTeCch BOIIPOCOM: UTO BaM
HY’KHO, YTOOBI OBITH TOTOBBIMI?

JKenarensHo 3TO menaTh B KOJUIEKTUBE, ECIIV OH €CTh, VIJIM C OJIvKai-
IIVMU OPY3BSIMU U IIOOPYTaMIA.

[IpomosxariTe TO, UTO BBI feJIaeTe, X UIIITe HEOOXOAMMYIO IIONIEPKKY
I aroro. Ecam Hy:XKHO—CcMeHNTe IoJie AeATeabHOCT. MoXHO cMe-
HUTH MECTO U PETMOH KUTeJIbCTBA.

K sapepskaumsam, obpickam n 3aximouenuo B C30 takke HyXHO
TOTOBUTBCS. BOT HEKOTOpBIe IIary, KOTOpbIe MOXKHO NPeIIPUHITD
3apaHee:

° HO,T_II‘OTOBI:TC CBOE MeCTO IIPpOKMBAaHNA—HE JE€PKUTE JOMA HITUETO,
YUTO MOXKET XOTh KaK-TO JICIIOJIb30BAaThCA IIPOTUB BaC, BIIJIOTh OO
caMbIX MeJIouell. AI‘I/ITaLII/IOHHLIe MaTepuaJjbl, BEIIECTBA, IIPpEI-
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MeTBI—BCé, YUTO MOJKET BbI3BAaTh BOIIPOCHI, JOJI)KHO XPAaHUTHCA B
APYyTOM Me€ECT€, HE CBA3aHHBIM C BaMU HAIIPAMYIO.

YcraHOBMTE CBA3b C MeOua, ¥ yOedUTeCh, UTO €CJIM Ha BacC XOTb
KakK-TO OyIyT BO3IeIICTBOBATh CUJIOBMKIN, 3TO OyHdeT IepemaHo
ornacke. Ilocrapaiitech, YTOOBI aHAPXMCTCKOMY IBVDKEHUIO U
TaKUM TpyInaMm, kak AHapxuctckuil Yépuoni Kpecr, 3ona Conn-
DapHOCTY U APYTUM, ObLTa MaKCUMaJIbHA JOCTyIIHA HeoOXoauMas
nHpopManms o Bac.

Haitnnre cebe anBoKara M1y alBOKAaTKy, KOTOPBIM BbI MOXKeTe J0-
BepATh, 3aKII0YITE C HUMI JOTOBOp Ha 3amuuTy. Mnu, o xpaitHei
Mepe, BBIIANTE Ha CBSI3b C IIPABO3AlUTHBIMU MHUIMATUBAMIU,
COCTaBbTe IIpefiCTaBIeHIE O TOM, K KOMY BbI MOTJIN ObI 00paTUThCsI
B CiIyuae HeoOXOXMMOCTIL.

O3HaKOMBTECH C IIPABOBBIMI aCIIeKTaMU 3aqepsKaHms, 0ObICKA,
Jompoca. 3HalTe To, KaKye JeICTBUS CMIIOBUKOB SBJISIOTCS 3aKOH-
HBIMH, a KaKIe HeT.

ITogroroBeTe CBOM yCTpOJicTBA. Y6eOUTECh, UTO BAILV JEBaliChI
samnupoBaHbl U XpPaHUTE BCE, UTO MOKET OBITh MHTEPECHO
CUJIOBUKAM, B 3amppOBaHHOM BUE B XpaHMINIIAX, JOCTYI K
KOTOPBIM €CTh TOJIBKO Uepe3 IPYTMX TOBapUIIel ¥ TOBapUIIEeK
—JKeJlaTeJIbHO 3a rpaHuileir. Haitnure crmoco6 yHMUTOXEHUS
nHpOpMaIINY B CIyUae IKCTPEHHON CUTYaLIUI.

OG6roBopuTe pa3anuHble CLEHAPUN Ha CIyUail apecTa cO CBOMMU
ONM3KUMU, OIlpeJieNINTe IIaHbl AeliCTBUI. 3a4eliCTBYIITe IO,
KOTOpBIE HE M3BECTHDI CUJIOBMIKAM I HE IIONANyT IIOX yaap B cIyvae
3a/lepKaHus BAC VUIM JIIOJEIl 13 Balllero coobIecTsa, 1 CMOTYT
BECTY HeOOXOAMMYI0 KOMMYHUKALMIO JMJIM BBIIONHATDH APYTHE
3aMaun.

HOIII‘OTOBbTe TaK HAa3bIBAEMYIO «KaHapeﬁ}(y»: 3aIllMIINTE BMIOEO-
06pameHI/Ie Ha cnyqaﬁ[ apecTa. Pacckaxkurte Ha 3TOM B €0, UTO
BBI OKMMOga€Te, UToO BacC 6YI[YT IOBITATh U IIPUMHYXOATh K 3aIllMICHL
B I€0, rO€ BbI 6y11;eTe OTPEKATBCA OT aHAPXVICTCKOI'O ABII’KEHUS
I OrOBapmBaTh ce6;[, 3aUuNTbIBasd TEKCT, HaIlMCAHHBII MEHTaMIU.
O6’I)HCHI/ITC, 4TO J100BIe BAILIN 3ad4BJICHUA, CA€JIaHHbIE HA MEHTOB-
CKOM BII€0, ABJIIAIOTCA CACIaHHBIMMU ITOO JaBJI€CHUEM, I IX HEJIb3d



BOCIpUHUMATh Bcephbés. IlepenaiiTe 3T0 Bugeo Ha Ge3omacHoe
XpaHeHMUe, ! JOTOBOPUTECh—KOI/ia ¥ e 9TO BUAeO OyaeT Imyoiu-
KOBATBCS, €CIIM C BAMY UTO-TO IIPOM30IAET. YOenUTeCh, UTO BB He
CMOKeTe MOBJIVATH Ha ITyOJIMKaLNIo «<KaHAPEIIKI» 13-3a JaBIeHWS
U TIBITOK.

To, uem MbI 3aHMMaeMcsI—3T0 60pb6a. E€ Hy’>KHO BOCIIPMHIMATE COOT-
BETCTBEHHO, /I TOTOBUTHCS K BEPOSTHOCTY TOTO, YTO GOPBOY MpMAETCS
MPOOJDKIUTE B HEBOJIE, B HEOIArONPMATHBIX YCIOBUSAX U IO, CYUIBHBIM
JaBJICHIEM.

YcTpoicTBa

Hcnonp3yiiTe ycTpoiicTBa ¢ 6€30MaCHBIMM OIIEPALIVIOHHBIMY CYUCTe-
MaMI.

s rtemedona: 310 GrapheneOS mnm cBexmit u 0GHOBIEHHBIIT
LineageOS (Ha MOMeHT HaImcaHMs WHCTPYKLMM aKTyaJbHBII

LineageOS 20).

Ilns kommbiorepa: 7o Tails,? Ubuntu 22.04 mnu 22.10 co Bcemu 06HOB-
neHussMu. TakKe He CTOUT CTABUTD IPUJIOKEHNS He U3 CTAHAAPTHOTO
PEIo3UTOPUsL, €CJIU BBl He YBEPEHBI B X aBTOPax.

Baxno:
* He mosp30BaThCs yCTPOIICTBAMY ITOOBIBABIIMMU B PYKax y IO-
JINITUNL.
* HIudposats Bcé, UTO MOXKHO 3aIINPpPOBATH.
* Ecnu Henp3s 3ammgpoBaTh—HE HOIb3YIITECH TIM.

* Tlonpayitrecs VPN mo ymonuanmio. B Hactpoiikax VPN 3a6noku-
pOBaTh IIPUJIOKEHSI, COEAMHEHNS KOTOPBIX He uayT uepe3 VPN.
* Ucnonssyitre TAILS nns Bcero, uro tpeGyer Goibliieit aHOM-
HIUMOCTY, K IIPUMepY, MCIIONb30BaHMe Mn(pOBaHHOI IIOYTHI,
VICIIOJIb30BaHNI KPUIITO-KOIIIEJIBKOB U XpaHeHMe GailyioB, ecn y

2[Ipumeuanue om No Trace Project: Tails 310 omepanmonHas cucrema, paspa6o-
TaHHas TaK, UTOOBI HE OCTABJISATH CJIEJOB Ha KOMIIBIOTEPE, Il€ BbI €€ MCIIONIb3yeTe.
Tax>Ke OHa 3aCTaBIISIET BCe BAILM MHTEPHET-COeMHEHNS IIPOXOUTS Yepes ceTs Tor.
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Bac HeT 0e30IIaCHOTO YCTPOIICTBA ¢ Oe30MMacHOIl OIepaIIOHHOI
CHCTEMOIL.

ITomuuTe:
* Ecnu TenedoH moGbIBaT B pyKax y MEHTOB, TO OH OOJbIlle He
Ge3ormaceH.
* Ecnm et mmdpoBaHus, TO yCTPOIICTBO TOXKe He 6e30I1acHo.

* Eciim Ha yCTpOIICTBE CTOMT CTaHAApTHAs IMPOLIMBKA—3TO HE
0e30I1acHO.

* BesomacHee 1CII01530BaTh YCTPOVICTBA CO CBEXXMMI OOHOBIIEHU-
AMIL.

Maponu

* Ucnonpayiire KeePassXC mna xpanenus mapomneit.’
* Crour ux nepuopnueckn (pas B 1-3 mMecsina) MeHATS.

* He I/ICHOJIBByﬁTe OAVIH M TOT K€ IIapOJIb IJI Pa3HbIX CEPBIICOB.

bpaysep

* OTKpbIBaiiTe IPUCIAHHbBIE CCBUIKY TOJIBKO uepes Tor.

* Tlonbayiitech Tor mist Bcero, CBI3aHHOTO € AKTUBUCTKIMM [EJIAMA.

* He saxonmure Ha caittel 6e3 mndposanus. To ecTs, BEIOUpaiiTe
caiiThl HauMHaMIIMecs ¢ «https» a He «http».

* Ilo BO3MOXHOCTM, YycTaHOBUTe pacwmmperus NoScript u
DuckDuckGo mist Toro, uto6s1 6;10KMpOBaTh TPEKEPHI M CKPIUIITHI.

* PasgensiiTe cBOIO JesTeNBHOCTD U IIOCEIIeHUE PAa3IMUHBIX TO-
CYHapCTBEHHBIX CAMlTOB (MM CAITOB, OJU3KMUX K TOCYHApPCTBY:

*Ipumeuariue om No Trace Project: Bbl MoeTe XpaHUTD GOJBIIYIO0 UACTH CBOUX
napouneit B KeePassXC, uro6pr He 3amomunarh mx. OHU MOTrYT GBITH OU€Hb
IUIMHHBIMY U ciydarissiMu (Hanpumep, coctosTh n3 40 ciaydaiiHbIX CUMBOJIOB).
OnHako BaM IIPUAETCS 3aIlIOMUHATH [1APOJIN, KOTOPBIE BBl BBOMMTE [P 3arpysKe
3a1MpOBAHHBIX YCTPOICTB. [IJI HMX MBI pEKOMEH/yeM MCIIOIb30BaTh [IapOIn
Diceware, cocrosiiie He MeHee ueM 13 5 ¢J10B. Taxyie 1aposy MOXKHO CreHepUpPOBATh
¢ nomompio KeePassXC (Boibepure Brnanky «[laposnbHas gpasa» mpu reHepanuu
apoJis).



C6epbank, [Toura Poccun, Tocycnyrn). MHOTIE U3 STUX CAiiTOB
OymyT mpemiaraTh BaM MCIIOJIb30BATh POCCUIICKUIL CepTUdUKAT
6e3zomacHOCTH. ITOT cepTIUKAT IO3BOINT IIepeXBATHIBATH BAIIIN
[aHHbIE Ha IPYTUX cailTax (Ha)ke He POCCUIICKUX).

* [l HEKOTOPBIX Iiesiell BaM MOXKeT MOTpeGoBaThCs 3aXOAUTH Ha
OIpe/esIEHHBIE TOCYAaPCTBEHHBIE CATHI (TOT K€ CIIMCOK 3aKOHO-
[IPOEKTOB, K IPMMePY) U ISl HUX HyKeH 9TOT CepTU(UKAT, HO €ro
yCTaHaBIMBATh Heslb3s. ECiIu Bce ske HYKHO 3alITV Ha ITOXOOHBII
CajlT, TO JIyUllle CTaBbTe Opaysep CO BCTPOEHHBIM cepTudMUKaToM 1
HI B KOEM cJIyJae He MCIIOIb3yIiTe ero HUTe, KpOMe TaKIX CaliTOB.
IIpnmep Gpay3epoB cO BCTPOCHHBIM POCCUIICKUM cepTuduKaTom
—SAunexc-6paysep u XpomMmym rocr.

Meccenaxepbl

* He ucnons3syiite 8 Tenerpame poccuiickuit Homep, TeM Goiiee
3apernCcTPUPOBAHHBIN Ha Bac UM Bamuux Onmskux. Pasqo6eIT
«JIEBYIO CIMKapTy» BBI MOXKeTe C IIOMOIIBIO APY3ell U TOBApUIIElt,
KOTOpBIE celuac 3a TpaHnLel] (3KeJIaTeIbHO B «He NPY’KeCTBEHHBIX
CTpaHax»).

* Ucnonsayitre Tenerpam tosnbko ¢ Tor mnu Hanéxueim VPN. Kak
HaCTPOUTD: MO)KeTe HalT! B MHTepHeTe II0 3allpOCy «HaCTpOIIKa
npokcnu Telegram». Bor, Hanpumep, mpocrast MHCTPY KL,

* BricTaBuTe B Tenerpame «KTo BMAUT BpeMsa MOETO IIOCJIETHETro
BXoma» Ha «HMKTO».

* Signal TaxkKe 1MMeeT CBOM HeXOCTATKIL, KOTOpble MOT'YT IIPUBECTHU
K HapymIeHuto anHouuMHoctu.* U y Hero Tak e, kak y Tenerpama,
MCXOOHBII KOJ cepBepa 3aKphIT. He cTOMT moJIb30BaThCs IPOUNMHU

*IMpumeuarue om No Trace Project: Mb1 pexomermyeM ncromnb3osats Signal, a He
Telegram. Bce uarsi B Signal mmdpyrotes ckBO3HBIM LIM(pPOBaHMEM, B TO BpeMs KaK
B yarax Telegram OHO He MCIIONIB3YeTCS IO YMONTYAHUIO, & B IPYIIIIOBBIX YaTax He
MO’KeT GBITh MCII0Ib30BaHo BoobLe. Kpome Toro, Signal ncronbayer crangaprHble
mpoToKonsl mmndpoBaHns, a Telegram HecTaHZapTHBIE, KOTOPbIE B IIPOIIJIOM
MOJBEPTaJIIICh CEPbE3HOI KPUTIKE? CO CTOPOHBI MCCIIeToBaTeNell 6e30II1acHOCTI.

ahttps://words.filippo.io/dispatches/telegram-ecdh
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MeCCeH)KepaMIt ¢ IIPUBI3KOil HoMepa TeaedoHa, eIy HeT BO3-
MO>KHOCTHU JeJIaTh 3TO C MHOCTPAHHOM CUMKOIL.

* IIpm 3BOHKaxX uepes JTH00bIe MeCCEHIKEPHI JIyUllie OTKIIouaTh P2P
unu 3BoHUTH yepes npokcu (Tor, VPN).

* He nonbsoBarbes cepsucamu BK-rpynn (Hukakumm) miist Kakux-
b0 aKTUBMUCTCKUX [ell. B KpaitHeM ciyuae meyraTh 9T0 aHOHMMHO
n uepes Tor.

* He mognmuceiBaThbCs CBOMM MMEHEM U He CTaBUTH CBOIO GOTO-
rpadui0 HU B KaKMX COLICETAX WM MeCCEHKepaxX, a TaKKe
JICTI0JIb30BaTh YHUKAJIbHbIEe HUKHEIIMBI.

* Xopoue BapmaHThl MecceHmIKepos: Element (kenatenbHo He
Ha CTaHOApTHOM CepBepe, MCIIOJIb3YIITe, HallpUMep Disroot),’
Deltachat.

* JIr06o0i11 gaske caMblIil 3alTUIIEeHHBIT MeCCEHIKep He y6epe>1<eT Bac
OT He HaJeXHBIX Jtofeil. CBI3hIBAITECh TOJIBKO C IIPOBEPEHHBIMMN
KOHTAKTaMMU, BBIpAboTaiiTe CBOI CII0cO6 BepuUMKAIINI JIIOIEIT.

* Hcnonp3yiiTe pasHble aKKayHTBI JJI Pa3HBIX I1eJIell.

[lpoyee

BrIGupaiiTe OTKpBIThIE aHAIOTY IPOrPAMMHOTO 00€CTIeUeH s, CIIEINTE
4TOOBI OHU MPOXOAMIN ayauUT (HE3aBUCUMYIO IPOBEPKY Ge30IMacHo-
cT!).

Odnaitn

* OrnapeIBaThCs IO CTOPOHAM: HENIPUMETHBIE, HO MaJOIPUATHEIE
JIIOY MOT'YT IIPOBOKATh Bac JOMOI MJIM B IpyTrHe MecTa.

* He oTkprbIBaiiTe nBepu HUKOMY. BenuTe muajnor TOJbKO yepes
IOBEpB, ECIIN UTO, TOBOPUTE, UTO POANTENENl JoMa HeT.

*TMpumeuanue om No Trace Project: MBI peKoOMeHIyeM MCTIONBb30BaTh Signal, a
ue Element/Matrix. ITo cpaBrenuio ¢ Signal, y Element/Matrix miuoxas sammra
MeTaIaHHBIX® M MHOKECTBO PYTUX Ipobiem.P

ahttps://anarc.at/blog/2022-06-17-matrix-notes/#metadata-handling
bhttps://telegra.ph/why-not-matrix-08-07
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* 51 crarba KoHCTUTYUMU—HE CBUIETEILCTBOBATE IIPOTUB Ce0S 1
CBOMX ONM3KUX.

* ITomuwure o kamepax. OCOGEHHO eCJIV XOTUTE YCKOIb3HYTh M3-TION
uyTKOro B3opa Bosmbitoro Bpara.

* He monbp3yiiTech [OCTAaBKOM eObl, CTapaliTeCh HE JICIIOJIb30BaTh
CEpBUCHI TaKCY MJIM BBI3BIBATh HE CO CBOETO HOMEpa 1 He Ha CBOII
azpec.

06bick, OcMotp, Mpuwau MeHTbI

(To, UTO OTMEUEHO 3BE3MOUKAMI MOYKET OBITH HEBO3MOXKHO OCYIIe-
CTBUTH IIPU IPyOOM MPOBEIEeHNN OObICKOB U 3afep/KaHMIL. )

« C TEMMU, C KEM KIBETE BMECTE, MOJXHO JOTOBOPUTHCA 00 yc.TIOBHOI7I
(bpas.e, KOTOpasd OIIOBECTUT, UTO C BAaMV ITPUIIIJIIVT MEHTBHI.

* B 0co06bIx cryuasx 00BICK MOKET IIPOM30IITH, KOT/Ia BAC HET 0Ma,
HO OOBIYHO €rO0 IEJIBIO ABIIAETCS B T.U. 3aJeprKaHIIeE.

* CrapaiiTech HOAEP;KMBATh XOPOIIIE OTHOIIEHNS C COCEIMIU, TaK
OHI MOTYT, HAIIpMMep, He OTKPBITh MOAbEe3AHYI0 ABEPD ITOIUINI,
MY, eCNIM MX II030BYT B KauecTBe IOHITHIX, OBITH Ha Ballleil
CTOpOHE.

* OcHoBaHIe 1J151 00bICKA—YyTOJIOBHAA CTAThs (CTATYC OOBUHAEMOTO
unu ceuperesst). OCMOTP MOKET IIPOBOAMUTHCA Y JIIOMIEIT, KOTOPbIE
Ja’ke He MMEIOT IIpoliecCyayibHOro craryca. OT ocMoTpa MOKHO
OTKa3aThCs, HO Mycopa He CKa)XyT BaM 3TOr0 CaMM M BpSM JIN
IIPOM3HECYT CJIIOBO «OCMOTP», II03TOMY UUTANITEe JOKYMEHTBHI.

* IIpn ocMoTpax He KecTAT, HO MOTYT IICUMXOJIOTMYECKM NaBUTb,
YTOOBI BHI, HAIIpMMep, Pa3OIOKMPOBATIN yCTPOIICTBA.

* Ecnu 310 006BICK M IIPOCAT pa36IOKUPOBATH YCTPOIICTBO, 3AIITH B
MeCCeHKephI U [Ipouee—OTKa3bIBaiiTech (51 cTaThss, HUUEro He
nesnarth 6e3 3aIUTHIKA, 3a0bLIN APOIU—UTO YTOIHO).

* He oTkpsIBaiiTe ABEpb, €CIM HUKOro He xpaere. Eciam xuaete—
CIIpallVBaiiTe 10 MUMEHU 1 CMOTPUTE B IJ1a30K. [JoroBoputech 06
9TOM C OCTAJBHBIMU JIIOIBM, IIPO’KMBAIOIIMIMI B KBapTHpeE.



Ecnu 3a nBepbIo MEHTBI, Cpa3y OIOBECTUTE AOBEPEHHBIX JIONEH
(ToBapmILelt, IPABO3AINTHNKOB/aJBOKATOB, CEMbIO, IPYTUX JIIO-
Jeil, IpOKMBAIOIIMX B 3TOM KBApTHUPE U T.II.—CIUCOK MHAUBUIY-
asnbHBIN). 3a0JI0KMPYIiTe U BBIKIIOUUTE BCE YCTPOICBA, KOTOPbIE
MOTYT BaCc CKOMIIpOMEHTUPOBATh.

Ecnu BRI HMKaK paHee He BBIJAIM CBOE IIPUCYTCTBME JOMa, TO
Bemurte cebs Tx0. BoamoxHO, OHU YIIAYT camu.

Eciu mepexgaTh HEBO3MOXKHO, TO [0 TOTO, KAK OTKPBITH [BEPb,
IOIIPOCUTE COAPYAHUKA(OB) IIPENCTABUTHCS U IIPELBIBUTH JOKY-
MEeHTHI uepes IM1a3oK. Bee nanuble Gpukcupyiite (3anuiumnTe u cpasy
OTIIPABbTE HOBEPEHHBIM JIFOIIM, IUGO MOKHO OBITH IIOCTOSTHHO Ha
3BOHKE C KEM-TO U3 HUX, IPOTOBOPUTE BCIIYX, UTOOBI yCIIBIIIATIN
U 3aIMCAJIN).

[l Mr00bIX AaTbHENIIUX AeICTBUIT BHYTPU BAILIErO JOMa Y
MEHTOB JIOJKHBI ObITh COOTBETCTBYIOIIME TOKYMEHTBL. ITO MOXKET
OBITH OCMOTp WU 06BICK. OCMOTP—ROOPOBOIBLHOE MEPOIIPUATILE,
OT HEro MOKHO U HY’KHO OTKa3bIBaThCSL.

(*) B m06om ciyuae, TpeGyiiTe U YUTAlITE JOKYMEHTBI, KOTOPbIE
BaM npeAbaBisioT. [lo BoamoxkHocTu $portorpadupyiite.

Ecnu 310 0GBICK, TO MOJKHBI NMPUCYTCTBOBATH IOHATHIE VK
BUeOoCheMKa. Bropoe nyulie, mOTOMy UTO TOHSTBIE 3aUACTYIO
[IOJIMEHTOBAHBL.

(*) He mosBonsiiTe OCyLIeCTBIATh OOBICK B ITOMeLeHn (Hanpu-
Mep, B PyToJi KOMHaTe) Ge3 Ballero MpucyTCTBIsA. BHUMaTENbHO
CIIe[ITe 3a JENICTBUSAMU MEHTOB U IOHSATHIX, OHM MOTYT YTO-TO
HOAKUHYTb.

B nepByIo ouepenp Bac IOCTPAIOTCS INIUUTD CPeCTB cBsi3u. Heo6-
XOIMIMO YCIIeTh 3a0JI0KMPOBATH TeseOH IO TOTO, KAK OH ITOTIAMIET
B PYKI MEHTOB.

Ha Bce omacHbIe, IPOBOKAIIMOHHbBIE BOMIPOCHI—D51 cTaThs 1 OTKA3
rOBOPUTH 0e3 3al[MNTHUKA.

(*) CriokoiiHO mpoBeauTE «9KCKYPCUIO» TI0 KBAPTUPE, CIEAUTE 3a
[EeVICTBUSIMI MEHTOB, [TOKA3bIBAIITe CONEPKUMOe IIKadoB, TyMOO-
UeK, AMIMKOB 1 T.J]. ITO MOXKeT IIOMOUb 130eKaTh arPeCCU B BaILly
cropony. He mpensrcrByiiTe poBeneHNIO 06BICKA—MYyCOpa yiKe
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y Bac B kBapTupe. [Ipn cOIpoTUBIeHNN K BaM MOTYT IIPUMEHNTD
CUUTY VIV YCTPOUTD IIOJIHBIN IIOTPOM B KBapTHpe C OTKPhIBAaHUEM
Kadest B BAHHOIL.

* (*) Bce, uToO U3BIMAIOT, JOJKHO OBITH OMICAHO B COOTBETCTBYIOIIEM
mOKyMeHTe. UTO U3BSITO U He OMMCAHO—YKpaIdeHo I He BepHeTCs
K BaM HUKOI'[a. BHUMaTeIbHO IIPOBEPSIIiTE ITOT CIIMCOK, BHOCUTE
CBOM IIPaBKIU, CTaBbTe MOIINCH, KOT[Ia YBEPEHHI, UTO BCE UETKO.

* (*) Ckopee Bcero, Bac 3amep:kar. COIPOTUBIATHCI HET CMBICIA,
TONBbKO 3apaboTaere cT.19.3. (HENOBMHOBEHE COTPYIHMUKY TIOJIN-
nuu). CIIOKOIHO MAUTe B MAIIUHY, B yuacTKe TpeOyiiTe 3BOHOK,
moHecuTe MHPOPMALNIO O 3afep)KaHUM [0 IPABO3ALUTHIKOB
WJIVL T€X, KTO MOJKET C HUMU CBSI3aThCH.

W moMHMTE cCaMoe IJIaBHOE O TIOpbME:

* He 6Goiirecs ee.

* He momapgaiite B Hee.
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[Ty6nukamms JICUepIIbIBaoOIIel
UHCTPYKIUU 110 Oe3omacHOCTH,
K COXaJIeHNI0, HEBO3MOXXHa. TeM
He MeHee, MBI COBMECTHO
c IBI>KEeHNIEM HNpxyTckux
AHapXUCT_OK IIOATOTOBUJIN HEKOTOPbIE
nmpaBujaa 10 WHGOPMAIMOHHON U
¢msnueckoit  6e30macCHOCTM IS
JIOfell, 3aHUMAIOINUXCI KaKMM-JIN00
aKTMBI3MOM B Hallle HEIIPOCTOE BpeMH.

No Trace Project / No trace, no case. A collection of tools to help
anarchists and other rebels understand the capabilities of their
enemies, undermine surveillance efforts, and ultimately act without
getting caught.

Depending on your context, possession of certain documents may be criminalized or attract
unwanted attention. Be careful about what zines you print and where you store them.
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